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Prioritization of vulnerabllity remediation using
laws of vulnerabilities and threat intelligence
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Cilem prace je navrhnout metodiku prioritizace odstranovani zranitelnosti

v ramci procesu Vulnerability Managementu IS

- s cilem minimalizace (resp. snizeni na akceptovatelnou uroven) rizik
bezpecnosti infomacnich systéemu (Duvernosti / Dostupnosti / Integrity)

- s ohledem na vazbu na souvisejici proces Patch Managementu
. s ovlivnéenim parametru provadeni skenovani zranitelnosti

¢ Se zamerenim na zranitenosti identifikovatelné k IP adrese a konkréetnimu
zarizeni (neni zamerem zkoumat zranitelnosti web aplikaci)

N N’

- Se zamerenim na IS s vySSi mirou komplexity a rizik

- a Jeji overeni praxi - Case Study



AMBICE METODIKY |

- | mezi zranitelnostmi s nejvyssi kriticnosti Ize prioritizovat
tak, aby bylo minimalizovano riziko pro organizaci
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AMBICE METODIKY I

The Laws of Vulnerabilities

Half-life — Vulnerability half-life is 19 days on external systems and 48 days on
internal systems; it doubles with lowering degrees of severity.

Prevalence — Half of the most prevalent critical vulnerabilities are replaced by
new vulnerabilities each year.

o Zé kO N |t0 St| Zran |te| Nno St| Persistence — The life spans of some vulnerabilities are unlimited.

Sté I e p I at|’ Focus — Ten percent of critical vulnerabilities cause nearly all exposure.

Exposure — The time-to-exploit cycle is shrinking faster than the remediation
cycle.

Exploitation — Nearly all damage from automated attacks is during the first 15
days of outbreak.

Source: Qualys



AMBICE METODIKY Il

» Rozvoj Threat Intelligence muze znacné prispéet k prioritizaci
zranitelnosti
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AMBICE METODIKY IV

- Organizace do urcité velikosti / slozitosti IS zvladnou
prioritizovat a ostranovat zranitlenosti s pomoci zakladnich
metod.
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AMBICE METODIKY V A HLAVNI
PRINOS

. Doposud zadny zdroj ,state of the  Rizko =THALTLVL)

art”, poznani, ktery jsem mel k Uroven zranitelnosti (VL)
dispozici se nedival na prioritizaci
zranitelnosti optikou rizeni rizik tak,

aby bral do uvahy komplexne: |
Uroven hrozby (TL)

- uroven zranitelnosti
2 L’JrOveﬁ hOanty aktiva (reSp. Hodnota aktiva (resp. dopad) (Al)
potencialniho dopadu) — |

- uroven hrozby
RIA|C
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HARMONOGRAM

- Prubezné shromazdovani a studium dostupnych zdroju ,state of the art” prioritizace zranitelnosti - doposud
- Jednani se spoleCnosti QUALYS Inc. o poskytnuti dat - probiha

- Ziskani a uvodni analyza dat o zranitelnostech - co Ize vytezit:11/2017
- Informace - zdroje ,state of the art™; 01/2018

- Ziskani a uvodni analyza dat o hrozbach - threat intelligence: 03/2018
. Zpresneni formulace vyzkumnych otazek: 05/2018

. /Zpracovani casti disertace ,state of the art": 06/2018

- Zpracovani a vyhodnoceni datovych podkladu: 09/2018

- Testovani zaveru prostrednictvim case study: 03/2019

- Publikace predbéznych zavéru prace 01/2018

- Prehodnoceni, revize, vyvoj ,state of the art” 03/2019

- Konecne zpracovani disertacni prace 06/2019
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